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The recent global financial crisis has effectively forced firms to assess internal governance procedures and 
adopt a wider approach to risk management. However, the backward looking nature of traditional GRC – 
Governance, Risk and Compliance – means that it is solely concerned with preventing repetition of previous 
failings. Now, with a well-publicized call for strengthening existing GRC procedures to meet the current and 
future demands of regulators, shareholders, financial media, and savvy-minded financial professionals, the 
need of the hour is a forward looking approach, agile enough to decipher new threats.

And this is where we see governance, finance, risk and compliance converging i.e. the evolution of GRC into 
GFRC. While GFRC is not yet a commonly used term, its underlying issues confront the financial industry on 
a daily basis. Compounding this is the fact that, amongst both financial institutions as well as vendors there’s 
no real consensus about the definition of GFRC – depending on the context, the actual meaning seems to still 
vary widely.

A good way to look at GFRC is as an umbrella concept for the four overlapping functions that make up 
the term: Governance, Finance, Risk and Compliance. To ensure sound, sustainable business operations, 
organizations need to achieve the right balance of these four functions.

■■ Governance: overall management to control and direct the organization; e.g. organizational structures, 
supervision procedures, stakeholder management, and ethical standards.

■■ Finance: oversight of financial activities; e.g. financial planning, financial control, accounting policies, 
and financial statements. 

■■ Risk management: decreasing the probability and impact of failures while increasing the probability and 
impact of opportunities; e.g. interest rate risk, market risk, credit risk, liquidity risk, and operational risk.

■■ Compliance: conformance with internal policies and regulatory requirements; e.g. capital requirements, 
reserve requirements, regulatory reporting, and data retention.

GovernanceControl & Direct

Conformance with
Requirements

Compliance

Financial OversightFinance

Manage UncertaintyRisk



Wolters Kluwer Financial Services■ 

3

A more holistic approach, across the organization.

In the past, many organizations have gotten away with addressing these four overlapping functions via 
separate silos such as technologies, people, processes, and information. However, in the wake of the financial 
crisis, regulators and investors alike are demanding much more transparency and consistency. 

While this increased pressure understandably makes compliance onerous, more and more financial 
institutions are looking at the slew of external requirements as a collective opportunity to overhaul their 
outdated approaches – with a view to not just meet external demands, but also, in the process, strategically 
enhance internal transparency.

On their part, regulators are blurring the divide between the governance, finance, risk and compliance 
functions, thereby encouraging and enabling a more holistic, enterprise-wide approach to GFRC. This is 
reflected in many recent requirements and standards:

■■ International Financial Reporting Standards (IFRS) 9 accounting: amortized cost calculations calling 
for the integration of forward-looking cash flows and credit risk.

■■ Basel III Liquidity Coverage Ratio (LCR) requirements: integration of risk classifications (to determine 
the stock of high-quality liquid assets) with forward-looking cash flows (to determine short-term net 
cash outflows).

■■ Over-The-Counter (OTC) derivatives reporting: integration of trade-level balance sheet positions and 
collateral details.

■■ Country-specific compliance reporting: integration of local Generally Accepted Accounting Principles 
(GAAP) with risk elements such as interest rate risk and credit risk.

■■ Corporate governance reforms: reforms such as the Dodd-Frank Act, BCBS 239 (Basel Committee 
on Banking Supervision), OECD Principles of Corporate Governance (Organisation for Economic Co-
operation and Development), EBA GL44 (European Banking Authority), CRD IV (Capital Requirements 
Directive) and Solvency II – all of which, together, have led to stringent regulatory requirements for 
board oversight, data consolidation, risk management, and remuneration and disclosure. In the process, 
each of the four domains underlying GFRC comes into play, in one way or another. 

Over and above aligning their GFRC functions to comply with the vast array of today’s regulations, financial 
institutions must also be ready for tomorrow’s additional integration requirements, which could potentially 
span beyond these four domains. One thing is for certain: regulations will continue to change, and without 
the proper regulatory change management in place to fully comprehend the scope of the change and the 
impact on operations, financial institutions are exposed to significant compliance risks. 
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Big data. The game changer.

A heavily used buzzword that is quite often misunderstood, “big data” is a broad term for data sets so large 
or complex that traditional data processing applications are inadequate. Challenges include analysis, capture, 
data curation, search, sharing, storage, transfer, visualization, and information privacy. 

Here’s a quick look at the common misconceptions about big data – and the corresponding realities:

Misconception Reality

“It is simply storage of large data sets” Volume is just one aspect of it

“It’s expensive” It is actually designed for commodity hardware

“It is only for big businesses” There are many use cases for smaller organizations

“It’s just hype” It adds real value to top companies across various industries

“We’ve missed the boat on big data” It has only recently started gaining momentum

 
Just as with GFRC, the definition of “big data” has by no means been standardized; however, a commonly 
accepted view is that big data is all about gaining business insight from information assets while dealing with 
volumes, variety and velocity:

VelocityVolume Variety

Data in large
quantities

Data in 
many forms

Data at
high speeds



Wolters Kluwer Financial Services■ 

5

Another point to note: big data should also not be confused with traditional data warehouses.

How big data can power GFRC

Financial institutions have the potential to leverage big data technology and benefit from the three key 
aspects of information management:

■■ Volumes: analyzing more data on cheaper hardware – serving as the single point of truth for all 
governance, finance, risk and compliance functions.

■■ Variety: incorporating more content such as social media, which is essentially “unstructured” – enabling 
aspects such as human behavior to be linked with financial performance, conduct risk and remuneration.

■■ Velocity: allowing (near) real-time decision-making using predictive and even prescriptive analytics – all 
based on up-to-date subjective data points, rather than intuition.

While the ‘big data boat’ for GFRC has certainly not yet sailed, it is only a matter of time before forward-
thinking financial institutions gain a competitive advantage by deriving GFRC insight from big data. Big data 
can help them transform their current reactive approach to GFRC into a more strategic, forward-looking one.
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Specific big data success stories certainly exist within the financial industry – it has helped deliver real-time, 
actionable fraud insight, parse and link complex regulations with internal compliance roadmaps, and perform 
credit risk assessment based on a holistic customer view (encompassing everything from deposit information 
to customer service emails). 

While it is still rare to find a truly integrated big data approach for GFRC, some of the industry’s major players 
have now acknowledged that data needs be managed separately from its domains of application – and have, 
consequently, introduced an emerging executive-level role: the Chief Data Officer (CDO), who is responsible 
for driving business value from information assets throughout the organization, and thus plays a central role 
in the deployment of any big data initiatives across all four GFRC functions.

Helping regulators usher in a revolution

Rather than their current approach of obtaining information from financial institutions via standardized 
forms and submission files (e.g. XBRL) – which requires raw data to be transformed into standardized forms 
based on interpretations of the requirements – regulators could potentially use big data to directly monitor 
the financial institutions’ raw (untransformed) content, analyze patterns and make predictions. This would, 
ultimately, allowing better safeguarding of the economy, from both the microprudential and macroprudential 
supervision perspectives. 

This also implies that financial institutions’ regulatory reporting function, as we know it today, could become 
obsolete, with the focus potentially shifting towards ensuring all data is made available for regulators to 
access, and, therefore, necessitating a complete overhaul of internal policies and procedures.

Already, in fact, when a regulatory breach is suspected, regulators have begun requesting access to 
(unstructured) e-mail trails and recorded telephone conversations. And it’s only a matter of time before 
regulators across the globe adopt a more proactive approach to quickly detect unusual behavioral patterns 
that point to, say, rogue trading, market manipulation and insider trading.
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Cloud computing and GFRC. Made for each other.

Moreover, an increasing number of financial institutions are relying on cloud computing services to reduce 
the cost of Information Technology via a pay-per-use model, while enjoying ‘rapid elasticity’ i.e. the flexibility 
scale up or down, depending on the demand. 

While cloud computing, within the financial industry, is commonly used for software development 
environments and Customer Relationship Management (CRM) applications, it is not yet a popular choice for 
GFRC. This is mainly due to the security concerns and regulatory restrictions related to data protection, since 
the data required for GFRC is essentially of a sensitive nature (customer details, granular financial information, 
etc.). 

However, with the advantages of cloud computing now being better understood by the industry, and with 
regulators slowly opening up to the model, studies carried out by Wolters Kluwer Financial Services research 
suggest that about 30% of financial institutions now have the ambition to leverage cloud-based technology 
for GFRC within the next three years – all to ensure greater value for reduced effort and cost.

Even though big data and cloud computing are nothing short of revolutionary in their own right, a big 
data-cloud combination can yield even greater benefits. As big data brings along large volumes, in a variety 
of formats and at different velocities, cloud computing will allow it all to be supported by a cheaper, more 
scalable and simplified infrastructure.

Conclusion

Amidst this shifting paradigm – a reactive and siloed GFRC approach is being replaced by a strategic, forward-
looking one – financial institutions that are quick to react will achieve a trifecta of reduced cost, improved 
agility and enhanced decision-making.

NO
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YES
72%
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